Signal - Verifying a Safety Number
Video Title: Secure Your Chat: How to Verify a Safety Number.
Target Audience: Non-technical mobile phone users.
Video Length: Approximately 2-3 minutes
Tone: Friendly, reassuring, clear, and step-by-step.


(Scene: An animated graphic of a smartphone with the Signal app open. A friendly, reassuring voice-over begins.)
Narrator:
Hello! Welcome back to the "Secure Your World" toolkit. In our last video, we learned about end-to-end encryption—the secret language that keeps our messages private. Today, we're going to talk about something that makes that security even stronger: the Signal Safety Number.
(Scene: A simple animation of two people talking. A "man-in-the-middle" character appears, trying to listen in. The animation shows the encryption failing, with scrambled text becoming readable for the bad guy.)
Narrator:
Imagine you’re having a private conversation with a friend. You know Signal encrypts your messages, but how can you be absolutely sure that no one has secretly slipped into the middle of your conversation? This kind of attack is called a "man-in-the-middle" attack. This is where the Safety Number comes in.
(Scene: The animation changes. The two people are now shown with a unique, glowing string of numbers between them. The "man-in-the-middle" character is now blocked by this glowing line. The numbers are identical on both ends.)
Narrator:
The Safety Number is a unique digital fingerprint for every one-to-one chat on Signal. It's a long string of numbers that is only visible to you and your contact. If these numbers match, it's a guarantee that your conversation is securely end-to-end encrypted and that you are speaking directly to the person you think you are.
(Scene: Close-up on the Signal app interface. The cursor taps on a contact's name at the top of a chat.)
Narrator:
So, how do you verify it? It's easy! First, open a chat with the person you want to verify.
(Scene: A new screen slides up showing the contact's details. The cursor taps on a button or line that says "View Safety Number".)
Narrator:
Tap on their name at the very top of the chat screen. Then, a new screen will appear. Tap on "View Safety Number."
(Scene: A new screen appears, displaying a long series of numbers and a QR code. The numbers are grouped for easier reading.)
Narrator:
You’ll see a long list of numbers and a QR code. Your friend will see the exact same thing on their phone. Now, you need to compare them.
(Scene: Split screen. One side shows you holding your phone. The other side shows your friend holding their phone. You are both looking at the safety number screen. An arrow points to the two matching QR codes.)
Narrator:
The easiest and most secure way to do this is to be in the same room. You can simply scan their QR code with your phone.
(Scene: The animated cursor taps "Scan Code." The phone camera activates and scans the other phone's QR code. A pop-up appears with a green checkmark and the words "Safety Number Verified.")
Narrator:
Signal will automatically compare the numbers for you. If they match, you'll see a green checkmark confirming the verification!
(Scene: The two phones now show a verified checkmark next to the contact's name in the chat. A satisfied smile appears on the animated characters' faces.)
Narrator:
Once you've done this, a small checkmark will appear next to your contact's name in the chat header. This is a visual sign that you have securely verified this connection.
(Scene: The screen changes to show a phone with a pop-up alert: "Safety number changed." The animated characters look concerned.)
Narrator:
What if you see a notification that a safety number has changed? Don't panic! Most of the time, this happens for a simple reason, like your friend getting a new phone or reinstalling the app. However, it's a good practice to re-verify the number to be safe.
(Scene: A reminder graphic appears with the main points.)
Narrator:
Remember, the Signal Safety Number is your key to knowing your conversations are truly private and secure. Take a moment to verify the safety numbers of your closest contacts, especially those you share sensitive information with.
(Scene: The closing screen from the toolkit appears with the logo and title.)
Narrator:
By taking this simple step, you're not just protecting your data; you're securing your world. Join us next time as we explore another important digital security topic.

