Checking Mobile App Settings

(Intro Music: Upbeat, friendly, and non-technical)
Narrator (Voice-Over): 
Welcome back to "Secure Your World." In our last session, we talked about what encryption is and why it's so important. Today, we're going to get practical. We'll show you how to check if your conversations are encrypted on some of the most popular messaging apps you use every day.

(Visual: Animated graphic of a smartphone with various app icons like WhatsApp, Signal, and Telegram. The icons light up one by one as the narrator names them.)
Narrator: 
It’s a common question: "Is my chat protected?" The good news is, many apps now have encryption built-in. But it's always good to know where to look for that reassurance.

Segment 1: WhatsApp
(Visual: Animated hand taps the WhatsApp icon. The screen shows a typical WhatsApp chat.)
Narrator: 
Let's start with WhatsApp. It's one of the most widely used apps, and it's designed to have end-to-end encryption on all personal chats by default. This means your messages are scrambled from the moment you send them until the other person receives them.

(Visual: Animated hand taps on the contact's name at the top of the chat screen.)
Narrator: 
To check, simply open a chat with one person, then tap on their name at the very top.

(Visual: A new screen appears with the contact's profile details. An animated hand scrolls down slightly.)
Narrator: 
Scroll down a little, and you'll see a section that says "Encryption."

(Visual: The "Encryption" option is highlighted. Animated hand taps on it. A screen with a QR code and a long number appears.)
Narrator: 
Tap on it, and you'll see a QR code and a long, 60-digit number. This is your "security code." It's unique to your chat with this one person. If you're with the person you're chatting with, you can scan each other's QR codes to verify that your conversation is fully encrypted. If you can't be together, you can compare the 60-digit number over a trusted phone call.

(Visual: A simplified graphic shows a protective bubble forming around two phones as a lock icon appears.)
Narrator: 
Seeing this screen means your messages are protected. It's a great way to have peace of mind!

Segment 2: Signal
(Visual: Animated hand taps the Signal icon. The screen shows a Signal chat.)
Narrator: 
Next up, let's look at Signal. Many security experts trust Signal because it's built with privacy as its main goal. All messages and calls on Signal are always end-to-end encrypted by default, no matter what.

(Visual: An animated lock icon appears on every message and call button within the Signal chat screen.)
Narrator: 
You don't have to do anything special to turn it on. It's just the way Signal works.

(Visual: Animated hand taps on the contact's name at the top of the chat screen.)
Narrator: 
To verify that you're communicating with the right person, you can still check what Signal calls the "Safety Number." Tap on your contact's name at the top.

(Visual: A new screen appears with the contact's profile details. Animated hand taps "View Safety Number.")
Narrator: 
Find and tap "View Safety Number." You will see a long number and a QR code. Just like with WhatsApp, you can compare this number with your contact's or scan their code to be extra sure.

(Visual: Animated graphic of two people talking with a solid, green line between their phones, symbolizing a secure connection.)
Narrator: 
Signal makes it easy. You can trust that your conversations are private from the very beginning.

Segment 3: Telegram
(Visual: Animated hand taps the Telegram icon. The screen shows a typical Telegram chat.)
Narrator: 
Now for Telegram. It's important to know that unlike WhatsApp and Signal, Telegram's regular chats are not end-to-end encrypted by default. This is because Telegram stores your chats on their servers so you can access them from multiple devices.

(Visual: A red "X" appears over a lock icon, emphasizing that regular chats are not encrypted.)
Narrator: 
To have an encrypted conversation on Telegram, you must start a "Secret Chat."

(Visual: Animated hand taps the compose message icon, then selects "New Secret Chat.")
Narrator: 
To start a "Secret Chat," tap the compose button, which looks like a pencil icon. Then, select "New Secret Chat" and choose the contact you want to talk to.

(Visual: A new, separate chat window with a padlock icon next to the contact's name appears.)
Narrator: 
You'll know you're in a Secret Chat because a padlock icon will appear next to your contact's name at the top of the chat. This chat is only stored on your device and the other person's device. You can even set a self-destruct timer for messages.

(Visual: A simple graphic shows a phone with a message disappearing after a set time.)
Narrator: 
Remember, if you don't see that padlock icon, your conversation is not encrypted.

Conclusion
(Visual: The three apps from before are shown side-by-side with a summary graphic below each.)
· WhatsApp: Encrypted by default. Check the security code.
· Signal: Always encrypted. Check the safety number for verification.
· Telegram: Only encrypted in "Secret Chats." Look for the padlock icon.
Narrator: 
By taking just a few moments to check your app settings, you're taking a big step towards securing your digital conversations. This simple habit helps protect your personal information and gives you control over who sees your messages.

(Outro Music: Fades in with a friendly, closing tone.)
Narrator: 
Join us next time as we explore how to protect your passwords. Until then, stay safe and secure your world!

(End Card: "Secure Your World" logo and a call to action to visit a website or social media page for more information.)

